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As I begin my tenure as the Chapter President for the Massachusetts-Rhode 
Island chapter of HFMA, I am struck by the ever present themes of change and 
evolution.  Within our industry, within our national organization, and within our 
chapter, change seems to be the only thing we can be certain of.  This year, 
Kevin Brennan, HFMA’s National Board Chair and CFO at Geisinger, has chal-
lenged us with the theme of “Imagine Tomorrow.”  As we imagine tomorrow for 
our local chapter, I want to share three key themes that the Chapter Board has 
considered as we think about how to offer value for you::  

     • We want to help you advance your career in two ways.  First, we will offer you quality edu-
cational programs that will provide you with the skills and knowledge to succeed in today’s—
and tomorrow’s—healthcare industry.  Second, we will offer you networking and social oppor-
tunities to help you build broad and deep relationships in our evolving healthcare landscape.  

     • Volunteering with the Chapter is a great way to meet people and to get the most out of your 
membership.  We have diverse committees to match your interest and professional develop-
ment, and you can right-size your level of commitment to match your schedule.

     • HFMA’s MA-RI members have evolved into a multi-stakeholder health care industry group.  
We will support that natural, coming-together process, which is taking place on a macro level 
in our industry, while at the same time continuing to offer quality programming for healthcare 
finance professionals.

As we imagine tomorrow for our chapter, we look to new ways to communicate with our mem-
bership.  In the past year, we have increased our social media presence and continue to push 
out chapter announcements through LinkedIn and Twitter.  On June 1, 2018, we took the next 
step in our communications plan by launching a chapter blog.  The blog, which can be found at  
https://blog.ma-ri-hfma.org/, will be replacing the HFMAAdvisor as our communication tool with our 
membership.  I want to thank all of our past editors and authors to the HFMAAdvisor (and its previ-
ous iteration, MassMedia) for their contributions.  I hope that you will find the blog’s content timely, 
relevant, and interesting.  If you’re interested in contributing to the blog, contact us at admin@
ma-ri-hfma.org.

I want to thank Rosemary Rotty for her leadership as Chapter President this past year.  Our chap-
ter had a fantastic year, including hitting our national performance metrics and winning four Yerger 
awards, and our success would not have been possible without Rose’s steady hand steering the 
ship.  

I look forward to continuing the tradition of excellence established by our past Presidents.  
We believe that feedback is the breakfast of champions, so if you have any feedback about 
speakers or topics you’d like to see, or if you have any other comments, please e-mail me at  
President@ma-ri-hfma.org

We appreciate and value your membership.  And if you haven’t had a chance yet, please renew!

Sincerely, 

Garrett Gillespie, Esq.

ENTERPR ISE	PERFORMANCE	MANAGEMENT	AND	PHYS IC IAN	PRACTICE	MANAGEMENT
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more likely to leave their current positions, and 
this departure puts a large burden on the remain-
ing doctors, staff, and management.

A Rand study showed that the two factors that 
greatly affect physicians’ satisfaction are whether 
or not they believe that they are providing a high 
quality of care and whether or not they had a posi-
tive or negative “relationship” with their Elec-
tronic Health Record (EHR).1  Factors that con-
tributed to a physician’s ability to provide a high 

Physicians have years of schooling, advanced 
training, and an intense workload.  They suffer 
from long hours, demanding pace, emotional situ-
ations, and the pressure to see a large number  of 
patients.  As a result, physicians are experiencing 
burnout at a rate close to 50%,  and this rate is 
increasing more dramatically than for other highly 
paid professionals.  Physician burnout leads to un-
happy physicians and patients, poor physician per-
formance, and a strain on the medical practice as 
these physicians can create unproductive, stressful 
environments.  In addition, these physicians are (continued on page 6)

By 
Andrea Caliri, M.D.

Medical Scribe Solution: 
Decrease Physician Burnout 

and Increase Revenue

 

 

PROMEDICAL is a healthcare revenue cycle management 

company. Since 1995, we have proudly served as a client-focused, 

technology-driven revenue cycle partner. Our solutions include 

workers’ compensation and motor vehicle accident billing. 

 

PARTNERSHIP TECHNOLOGY    EXPERTISE 

PROMEDLLC.COM   800.722.1555 
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to provide what they consider high-quality care.

As the Electronic Medical Record (EMR) has be-
come more pervasive, workflow and patient care 
have been altered.  The implementation of the 
EMR has resulted in decreased physicians’ and pa-
tients’ satisfaction, decreased revenue, increased 
physician burnout, and an overall frustration with 
the practice of medicine.  In addition, the govern-
ment regulations including the Affordable Care 
Act (ACA) and Medicare Access and CHIP Re-
authorization Act (MACRA) have also compli-
cated the medical environment with practitioners 
and administrators being responsible for remain-
ing compliant with the laws and regualtions.

While many physicians feel that the acceptance 
of the EMR can potentially improve documenta-
tion, the reality is that it frustrates practitioners.  
They feel that the large amount of documention 
time leads to less satisfying patient care.  Cur-
rently, physicians spend about 50% of their time 

quality of care include: practice dynamics, pay-
ment issues, lack of autonomy, restrictions on his 
or her time, the necessity to see a certain number 
of patients each day, and the feeling that patient 
visits are impersonal due to reduced face-to-face 
time.  The use of an EHR also impacts most of 
these factors.

Electronic Health Record 
 – Help or Hindrance?
Many physicians feel that  the patient visit is 
more impersonal when physicians are typing into 
the EHR, and this viewpoint is supported by the 
finding of Asan, et al.2   Their study showed that 
a patient’s and doctor’s gaze patterns mimic each 
other.  If the doctor looks at the patient, the pa-
tient looks at the doctor; if the doctor looks at the 
computer, so does the patient.  It is easy to see how 
the use of the EHR can make for a less-rewarding 
interaction.  This is a huge drawback of the EHR 
since doctors’ happiness is linked to their ability 

Medical Scribe Solution: - (continued from page  5)

(continued on page 7)

A DIFFERENT KIND OF HEALTH CARE BROKERAGE COMPANY

Dubraski & Associates is an independent insurance brokerage and consulting company that specializes 
in providing unbiased solutions to the health care industry across all lines of business.

In the changing and challenging health care industry, our clients are experiencing unprecedented 
pressure to control costs and improve quality while remaining competitive and financially stable. As a 
health care specialty broker, Dubraski & Associates has extensive experience in providing health care 
and managed care organizations with a myriad of customized insurance and risk financing solutions to 
address these many challenges.

Dubraski & Associates is part of Risk Strategies Company, a privately-held, national brokerage and 
consulting firm.  Ranked in the top 20 brokers in the country, the company offers sophisticated risk 
management advice and insurance placement. 

858.792.4000 | info@dubraski.com
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documenting patient visits and only 27% with di-
rect patient care – and a  lot of that is spent in 
front of the computer during a visit or afterhours.  
If physicians have to spend this much time docu-
menting, it is unfulfilling for the doctors as well 
as being economically inefficient.  A recent study 
in Annals of Family Medicine followed 142 doctors 
in six states to evaluate the breakdown of the day 
while using EPIC EMR.  The findings were largely 
consistent with other studies – doctors spent more 
than half of their office hours using the EHR and 
an additional 1.4 hours of documentation after-
hours.3  Universally, physicians want to reduce the 
documentation burden and return to caring for pa-
tients.  

Medical Scribes: Can you afford  
not to use them?
A medical scribe is a potential solution to the 
concerns and issues of both practitioners and ad-

Verrill Dana.  
Very Focused.

We know when a 10 minute conversation 

beats a 40 page legal memo.

In health care, you need clear, targeted 

solutions from lawyers who know how 

to weed out unnecessary details and 

simplify the complex. At Verrill Dana, 

that’s our focus.

verrilldana.com/healthcare

ministrators.   A scribe is an individual whose sole 
responsibility is to document the patient visit.  A 
“physical“ scribe is a person who accompanies the 
practitioner into the room with the patient and 
navigates the EMR during the visit.  A “virtual” 
scribe is a person in a remote location using screen-
sharing technology on a computer screen located 
in the room with the patient.  Both of these types 
of scribes work in real-time and can enter all as-
pects of the EMR including  orders, prescriptions 
and diagnostic tests.  The use of a scribe has been 
shown to increase patient satisfaction because the 
doctor can be more attentive, transparent, and ef-
ficient.
 
The physician is the most expensive “employee” of 
a medical practice.  It is estimated that a doctor’s 
cost per minute is $4 or $240 per hour.4   Clearly, 
it would be more cost-efficient to utilize a scribe 
($14-$30/hour) to document.  Using a scribe 
would  open up the doctors’ time to see more pa-

(continued on page 8)

Medical Scribe Solution: - (continued from page  6)
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cover the cost of a scribe but can also show a sig-
nificant ROI.  The ROI in this realistic example is 
between $59,000 and $79,000.  Inaddition to im-
proving revenue by increasing the number of pa-
tients, decreased costs in other areas can also help.  
These include elimination of transcription costs, 
reduction in overtime for office staff and medical 
assistants and improved billing due to improved 
documentation. The increased revenue is an ex-
ample of the ROI attributed to medical scribes.  
Equally important is the evidence of greater pa-
tient and physician satisfaction, reduced physician 
burnout, and improved quality of care not always 
measured in conventional calculations of ROI.

Medical Scribes provide a much needed solution 
to the present stressors of being a doctor in clinical 
practice.  A medical practice that has a well-run 
scribe program will attract and retain high-quality 
physicians.  Physicians can spend more time with 
their patients, have more fulfilling visits, and in-
crease their revenue.  Overall, a medical scribe 
can help to  satisfy the needs of patients, physi-
cians, and managers  by reducing physician burn-
out and improving revenue.   ❏

(continued on page 9)

tients, do research, or spend time with their fami-
lies.  The scribe not only allows for increased rev-
enue but also results in a more satisfied physician.  
A study, published in in JAMA Dermatology, 
followed the implementation of a scribe program 
over 12 months in a large dermatology practice.  
The findings included a 50% reduction in docu-
mentation time, a willingness for physicians to in-
crease their patient volumes (79% of the doctors), 
and a 7.7% increase in revenue which more than 
offset the cost of the scribe.5  Increases in revenue 
can be a result of an increase patient volume or 
increased billing due to improved and more timely 
documentation.

Table 1 delineate the potential Return on Invest-
ment (ROI) using a medical scribe.  A pulmonary 
specialist, who recently started using a virtual 
scribe service, reported that her notes were com-
pleted by the end of the workday with the scribe; 
whereas, she used to spend up to two hours each 
night and several hours on the weekend complet-
ing her notes.   She has been able to schedule three 
to five more patients each day as a result.  This is 
consistent with the figures shown in Table 1. Table 
1 shows that the increased revenue can not only 

Medical Scribe Solution: - (continued from page  7)
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For more info about our Expert Coding and Billing 
services visit www.logixhealth.com

E/M Level

99283

99284

99285

Approximate Payment

$220

$360

$520

CMS continues to package more services into the ED facility level payment. 
Increased bundling means that assigning the appropriate E/M level
is more important than ever.

Large 2018
Financial Impact:

Watch Your ED Facility
Levels Closely

Medical Scribe Solution: - (continued from page  9)
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Thriving Under Fire

Thriving Under Fire brought together expert speak-
ers to address the incoming missiles impacting hos-
pitals, community health centers, health plans, and 
physician organizations.  Major topics covered the 
operating challenges created by the initiative of the 
Massachusetts Medicaid Accountable Care Organiza-
tion (ACO), new potentially disruptive technologies, 
challenges in meeting the demands created by the 
“non-medical” social determinants of health, and cy-
bersecurity and the realities of the dark web.

The program began with the keynote address from 
Christina Severin, CEO of Community Care Coopera-
tive, the relatively new organization formed by a 
coalition of independent community health centers 
designed to tale on the risk and management of the 
Medicaid ACO program in Massachusetts.  Ms. Sev-

Piali De, Ph.D., CEO of Senscio Systems, describes applications of 
artificial intelligence to healthcare services and implications.

erin detailed the organizational dynamics and 
hurdles in dealing with this still evolving pro-
gram.

Jeff Heidt, Chair of the Health Law Depart-
ment at Verrill Dana, moderated the panel 
of two community health centers, operat-
ing under differing partner arrangements in 
the Medicaid ACO environment.  Alex Jean-
Baptiste, MSN, RN, Chief Nursing Officer and 
Jean LeFebvre, CFO at Family Health Center 
of Worcester, described the working relation-
ships and basis for the risk-options chosen as 
a constituent part of Community Care Coop-
erative.  The panel also included Zandra Kelly, 
M.D., Medical Director and actively practicing 
physician, and Andrea Sullivan, CEO at Merri-
mack Valley ACO, whose long history of work-
ing together enabled the establishment of the 
joint ventured ACO in the Merrimack Valley 
region.

Switching gears to new technologies, Piali De, 
Ph.D., CEO at Senscio Systems, described the 
uses of artificial intelligence (AI) with a brief 
history of its development, how it is both un-
derstood and misunderstood.  Taking the per-
spective that AI must be transparent if it is to 
have value in health care and cited case ex-
amples how it could be used to support care 
teams and empower patients by detecting the 
true signals of potential health issues from 
the vast amount data accumulated over even 
short periods of time.

John Minichiello, Executive Director at Integra 
Community Care Network in Rhode Island, de-
scribed the Integra program funded by a grant 
from HHS to incorporate the issues surround-
ing the social determinants of health into an 

(continued on page 11)

March 9, 2018

Physician Practice Management and Enterprise 
Performance Management Committees

Co-Chairs: Gary Janko, Krista Katsapetses, Roger Price
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accountable care model.  

Derek Fisher, Application Security Man-
ager, and Todd Fritsch, Vice President 
Architecture at Cerner, outlined the 
major cybersecurity issues facing health 
care organizations. Derek then took the 
attendees into the abyss of the “Dark 
Web,” a new and frightening experience 
for everyone.  (See his article in this issue 
of HFMA Advisor.)

In midst of challenges, risks, and op-
portunities expanded on by his preced-
ing speakers, Hank Duffy, CEO at JHD 
Healthcare Partners, addressed the very 
practical challenges to creating properly 
aligned physician contracts.

The program concluded with David Seltz, 
Executive Director at the Massachusetts 
Health Policy Commission, presenting 
the glaring statistics and issues faced by 
the Commonwealth in trying to reign in 
and rationalize the increasing trajectory 
of health care costs in Massachusetts, 

HFMA Enterprise Performance Management and Physician Prac-
tice Management Committees Co-Chairs, from left to right, Krista 
Katsapetses, Roger Price, Gary Janko with HFMA Chapter Presi-
dent Rosemary Rotty

The morning Medicaid ACO panel, from left to right, Jeffrey Heidt (moderator), Jean LeFebvre, Alex Jean-Baptiste, 
Zandra Kelley, MD and Andrea Sullivan

Thriving Under Fire
(continued from page  10)

which at the time of our conference, was second only to 
Alaska in cost per capita, hardly a matter about which to 
be boastful.

Always ending on a positive, but on this occasion, a some-
what ironic note, two Celtics tickets donated by Edelstein 
and Company, were initially won by David Seltz, who could 
not accept given his role in government.  With government 
rules yielding a second chance for all in the room, Celtic 
good fortune fell to long-time HFMA member Chuck Agro.

HFMA Advisor, Issue 5, 2017-2018 11
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How much would criminals 
pay for data on the “Dark 
Web?”  The answer to this 
question, like most things in 
technology is, “It depends.”  
Data is available on the In-
ternet through many different 
avenues. In some cases, we 

make this data available ourselves through social 
media.  Imagine 20 years ago having someone on 
the subway ask to see photos of your last family 
vacation. Today, we share  this regularly on Face-
book, Instagram, and elsewhere. The uniqueness 
of digital data is that it can be available in many 
places, and once it is available, it is difficult  to 
remove fully. 

So, what about sensitive data?  We classify Per-
sonally Identifiable Information (PII) as infor-
mation that can identify us, which includes data 

such as  our names, home or email addresses, 
dates of birth, birthplaces, telephone numbers, 
etc.  Most of these are readily available through 
a simple Google search or perusing social media.  
Other information is more sensitive such as Pro-
tected Health Information (PHI).  This informa-
tion is constantly collected through our interac-
tions with  healthcare providers as well as smart 
devices and fitness trackers.  With the myriad of 
uses of this information, we see a larger drive to 
make our PHI even more accessible to ourselves 
and to healthcare providers in order to provide 
better services and to increase visibility to our 
overall well-being. 

At the intersection of sharing health information 
and collecting it lays potential threats and haz-
ards. Data breaches are the obvious concern here; 
however, there are concerns of over-sharing by 

(continued on page 13)

By  
Derek Fisher, CISSP, CSSLP

Every Organization’s Nightmare 
and Financial Ruin: Data Theft and 

Re-sale on the “Dark Web” 
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Healthcare Organizations Risk Financial Ruin from Data Thefts

Healthcare financial executives and senior managers are accustomed to identifying risks in their strategic 
financial plans and developing tactics to mitigate those risks.  But what about risks that are not even on the 
minds of executives?  Think of the French in WWII, who fortified the Maginot Line, but failed to secure their 
northern border with Belgium, allowing the German blitzkrieg to sweep into France and defeat the French.  
Thus, the phrase, “They fight the last war,” reflects the tendency of decision-makers, understandably, to 
stick with what they know to the point of not seeing or comprehending current risks.  Cybersecurity is too 
important an issue for hospitals and healthcare organizations to leave to the Information Technology and 
Health Information departments alone.  Derek Fisher, in his nearby article on theft of data, issues a call-to-
arms for healthcare executives to guard their organizations’ data and protect the data from cybercriminals 
bent on capitalizing on the sale of identities and related information.    I commend this thought-provoking 
article.  

Linda A. Burns, M.H.A., M.B.A. 
Co-editor, HFMA Advisor
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those that collect the information. In many cases, 
it is difficult to even know who actually has ac-
cess or is holding our data. Once collected, many 
entities will share that information, we hope with 
our consent. With legislation like the 21st Cen-
tury Cures Act [1], sharing of health information 
is required and entities must not only remove the 
barriers to access the information, but also they 
must provide the means to gain access to that in-
formation. 

To understand better the potential threats to 
this data, we should understand what it contains.  
Health records may have names, birth dates, so-
cial security numbers, insurance and billing in-
formation. They  also may have information such 
as diagnosis codes, relatives’ health information, 
lists of medications, and images. These types of 
data are important to healthcare providers as 
they are essential knowledge to provide better 
care to patients.  Making data  available to other 
healthcare providers means that the information 
is quickly accessible to authorized entities inde-
pendent of where and who they are. 

This information is an obvious target for malicious 
actors as well. Billing information can be used to 
locate financial information about us, open ac-
counts in our names, or commit fraud. Medical 
history, medications, lab results, and radiology 
images can be used for blackmail, especially for 
a celebrity or other VIP.  For example, Charlie 
Sheen was blackmailed for up to $10 million over 
the release of his HIV diagnosis [2]. Patient de-
mographic information can be used as input to 
gain further information about an individual. 

For malicious actors, theft is not always the end 
game. The rise of ransomware - malicious software 
designed to block access to a computer system 
until a sum of money is paid to the perpetrators 
- has taught us that simply making this informa-
tion unavailable is enough to be a cash-cow for 
those that are willing to perpetrate the attack.  
Damage costs related to ransomware in 2015 
were about $325 million dollars [3]. In 2017, this 
number skyrocketed to five billion dollars, and 
it is expected to more than double to $11.5 bil-
lion by 2019 [3]. These costs include loss of data, 

downtime, investigation, and remediation of the 
attack.  Post-attack costs can include training of 
employees and damage to brand[4]. 

In 2017, there were thousands of data breaches, 
many of which were high-profile.  Due to the 
fact that we saw so many breaches, it was easy 
to forget some of the big ones such as the voter-
registration breach, Uber, and Whole Foods be-
cause we all focused on Equifax and Yahoo! [5]. 
In the healthcare space, data breaches were just 
as prevalent [6]. In 2017, the healthcare industry 
accounted for 60 percent  of all record leaks with 
an estimated cost of $1.2 billion [16].  Millions 
of medical records were exposed through phish-
ing, malware, lax security, or an insider [7].  Do 
not  underestimate the impact of the insider. A 
Ponemon report in 2016, outlined how vulner-
able companies are to the threat from an insider.  
Of 874 incidents, 598 (68%) were due to employ-
ees’ or contractors’ negligence [8].  In 2016, the 
insiders cost companies, on average, $206,000 
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per incident with larger companies paying over 
$7 million per incident [16].

Once this data is exposed, it will not be for sale 
on an e-commerce site.  To exchange this data for 
currency, an anonymous network and an anony-
mous currency is needed.  The concept of anony-
mous communications online was researched by 
the U.S. Navy and the Defense Advanced Re-
search Projects Agency (DARPA) in the 1990’s 
[11].  In 2002, The Onion Router (TOR) was 
introduced to provide anonymous access to the 
internet for common users [12]. It was named as 
such due to its layered approach to sending net-
work traffic across a public internet.  Its imple-
mentation allows for each node along a network 
path to only know where it is sending the data, 
but it has no concept of where the data originated 
as it peels off the layers while traversing the in-
ternet.  It was later renamed simply the Tor Net-
work [13], and includes services such as Tor Chat, 
TorMail, and Tor Services (formerly Hidden 
Services).  Tor was intended to provide anony-
mous access to these services to those who want 
to stay anonymous.  There are certainly nefarious 
usages of these services, but there are plenty of 

legitimate uses.  For instance, civilians in oppres-
sive regimes, journalists wanting to protect their 
sources, and even the U.S. Navy have used it in 
hostile territory [14]; and, law enforcement has 
used it during sting operations [15]. 

To access the Tor Network, one only needs a 
few minutes and a decent internet connection. 
Downloading and installing the Tor Browser is 
the entry into the “Dark Web.” Once it is up and 
running, the Tor Browser randomizes your IP ad-
dress and connection through the network.  At 
this point, locating Tor Services can be a little 
tricky as most of the Dark Web marketplaces are 
defunct or otherwise shutdown by authorities.  
There are some marketplaces, like DreamMarket, 
that are in operation and can be found through a 
search using a privacy conscience search engine 
like DuckDuckGo.  Once a marketplace has been 
located and an anonymous account has been cre-
ated, browsing the contents of the marketplace is 
as simple as any other e-commerce search.  Da-
tabase records, narcotics, hitmen, and yes, even 
people, can be purchased using an anonymous 
currency such as BitCoin.  

(continued on page 15)
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What happens once leaked information falls in to 
the wrong hands depends on motivation. There 
are many types of malicious actors on the internet.  
From script kiddies, who lack the talent but can 
find the tools readily available, to the advanced 
persistent threat like the UPS Team who has deep 
pockets and a large talent pool [9].  However, 
these types of attackers are less likely to engage in 
activity that steals data such as medical records or 
financial information because their goals are not 
necessarily to make money.  That is not the case 
for cyber criminals.  Cybercriminals are individu-
als or teams who use technology to commit mali-
cious activities to generate profit.  Cybercriminals 
earned $19.4 billion in the U.S in 2017 and $172 
billion globally [17].  They are not typically fo-
cused on one entity but instead look to perform 
large operations that target data wherever it re-
sides.  Cybercriminals will use whatever means 
possible to get your data.  That can be phishing, 
malware, or direct attacks against entities that 
store or process data.

Once someone possesses stolen information, the 
stolen information can easily be entered into any 
number of automated tools, such as Maltego, to 
build a larger storyboard of connections about 
that individual.  Even with the free version of 
Maltego and a simple email address, an attacker 
is able to locate the services that the email is as-
sociated with like LinkedIn, Hotmail, Facebook, 
Reddit, Twitter, and so on. Maltego even makes 
the association that LinkedIn was the subject of 
a password breach a number of years ago. The 
LinkedIn password database is still available on-
line in various locations for a quick lookup of 
the password that was known at that time. This 
type of a demo is interesting to show a simple 
workflow with Maltego; however, the true pow-
er comes with the more advanced usage of the 
tool in combination with additional data about a 
particular person. With this addition, it is simple 
to build out the relationships a person may have 
with companies, friends, websites, and social pro-
files [10].  For a stalker with malicious intent, this 

(continued on page 16)
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information is invaluable. 

As executives and managers and the technology 
and security professionals we oversee, it is in-
cumbent upon us to provide the best security of 
any data we collect.  Understanding the cost of a 
breach and the cost of protecting data will help us 
understand how to provide a reasonable defense. 
The average consolidated cost of a data breach 
is roughly $3.8 million. This total includes di-
rect costs such as the investigation, remediation, 
downtime, and regulatory fines. It also includes 
indirect costs such as brand damage.  However, 
these costs can be reduced from the average of 
$141 per breached record by $19.30 if an Incident 
Response Team exists, by $5.40 if cyber security 
insurance is purchased, and by $5.10 when in-
volving the board during a breach [17].

It is important to remember that virus protec-
tion is not enough. In security we talk about a 
defense in-depth strategy. While anti-virus is a 

component of that strategy, it is not enough to 
provide full protection. There are some other 
simple things to remember to provide a better 
overall security posture. For instance, knowing 
where our data is located will help identify ways 
to separate sensitive from non-sensitive data. En-
cryption should be employed wherever sensitive 
data is stored or transmitted. Having sensible user 
and password management strategies help to  lim-
it unauthorized access to sensitive data. Auditing 
can identify who has been in a computer-system 
and for what purpose. Awareness-training  can 
reach large audiences relatively cheaply, which 
helps raise the security I.Q. of employees  in an 
organization. Finally, senior management should 
ensure that a solid back-up and patch strategy ex-
ists and can be executed.  Both can mitigate the 
vast majority of security-related issues that are 
found today.  The more robust an internal secu-
rity program, the more it will reduce the probabil-
ity  and impacts of a data breach. 

(continued on page 17)
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A data breach can be devastating for an organi-
zation and for the individuals that are impacted 
by it. Understanding the threats, how the data 
is released, and how it is used can provide some 
guidance on how best to protect this valuable 
resource.   ❏
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2018 Annual Social & Awards Night

On the evening of May 10, 2018, Massa-
chusetts-Rhode Island chapter members gath-
ered for a wonderful evening of good wines, 
good food, and gratitude for the contribu-
tions of the volunteers who keep our chapter 
running year after year.  The annual social 
and awards night is a chance to recognize 
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Myra and Gary Janko

Barbara Lynch, 
Gerry O'Neill, 
Jen Samaras, and 
Peter Panagakis 
enjoy the reception

colleagues and friends who have served the 
chapter and the national organization.  This 
year’s event was once again held at the Down-
town Harvard Club, with its spectacular views 
and delicious food.  

(continued on page 20)
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Dawn and Patrick McDonough

Gold Award Winners Miriam Jost and Garrett Gillespie

2018 Annual Social & Awards Night
(continued from page 19)
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HFMA Award Recipients

HERNAN AWARD
John D. Reardon, FHFMA

MEDAL OF HONOR
Roger C. Boucher

Bank of America Merrill Lynch

Timothy C. Hogan, FHFMA
Boston Children’s Hospital

Deborah J. Wilson, CPA
Lawrence General Hospital

GOLD
Garrett G. Gillespie, Esq.,

Boston Medical Center HealthNet Plan

Miriam G. Jost

Rosemary W. Rotty, FHFMA
UMass Memorial Health Care, Inc.

SILVER
Nan M. Jones

Massachusetts General Physicians Organization

Deborah D. Schoenthaler,
Beth Israel Deaconess Care Organization

William F. Wyman, IV, FHFMA
Circle Health

BRONZE
Rosemary R. Sheehan

Partners Health Care, Inc.

David Tolley, Esq.
Latham & Watkins LLP

LIFE MEMBERSHIP

Robert J. Ellertsen, FHFMA

Kathleen J. Maher

Gerald F. O’Neill, FHFMA

Thomas C. Pearson, FHFMA, CPA

Thomas A. Zubricki

(continued on page 21) Bronze Award Winner David Tolley and Chapter 
President Rosemary Rotty
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(continued from page 20)

The 2018-2019 Chapter Officers: Deb Schoenthaler, David Tolley, 
Annamarie Monks, Rosemary Rotty, and Garrett Gillespie

Bronze Award Winner Rosemary Sheehan and 
Chapter President Rosemary Rotty

Award Dinner Wines

Adriano Adami “Barbel” Brut, Prosecco, Italy

Sauvignon Blanc- Domaine Fournier Sancerre “Les Belle Vignes,” Loire Valley, France

Chardonnay J.J. Vincent Poully-Fuisse “Marie Antoinette,” Burgundy, France

Cabernet Sauvignon, Chateau Ste. Michelle, Columbia Valley, Washington

Santa Barbara Pinot Noir, Santa Rita Hills, California

Shiraz, St. Hallett “Faith,” Barossa Valley, Australia

After a reception and a glass of 
Adriano Adami “Barbel” Brut Pro-
secco, guests moved to the dining 
room for a dinner prepared by 
Executive Chef Jason Banusiwe-
icz.  Wines from France, Austra-
lia, California, and Washington 
State delighted guests (a full list 
in the box below).  The chapter 
wishes to thank dinner sponsor 
Baker Newman Noyes along 
with all of the annual corporate 
sponsors.  

Following dinner, Chapter Presi-
dent Rosemary Rotty made the 
award presentations.  A full list 
of award winners is on page 
20.  The Chapter is exceedingly 
grateful to each of these individu-
als for their commitment to HFMA 
and congratulations them all on 
their achievements!
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Medal of Honor Recipients 
Roger Boucher, Deb Wilson, 
and Tim Hogan

Lifetime Members 
Gerry O'Neill, 
Robert Ellersten, and 
Thomas A. Zubricki 
with Rosemary Rotty

Silver Award Winners Nan Jones, Deb Schoenthaler, and 
Bill Wyman

(continued from page 21)

Hernan Award Winner John Reardon and Lifetime 
Member Gerry O'Neill
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Salary is more than what you deposit each week 
in your bank account. It is a measure of security, 
of value, of self-worth, of success. It includes ev-
erything that your organization gives you in ex-
change for your services.  In other words, it is your 
compensation for the perceived value that your 
knowledge, expertise, skills, and contacts bring to 
your employer.  Hence, the label “compensation 
package” that  includes a cash component such as 
salary, bonuses, contribution to health insurance 
plan coverage, savings plans, and tuition reim-
bursement. This entire package may also include 
non-cash benefits such as vacation, insurances, 
time-off for professional development, and stock 
options.  Whether you are negotiating with your 
current employer or a potential new employer, it 
is critical that you evaluate the entire package 
and prioritize what you would like to have in or-
der of importance to you at your particular stage 
of career and circumstances of life. 

As a health care executive search firm, we are re-
tained by clients to find leaders for their organi-
zations.  We discuss compensation and negotiate 
salary with many candidates during their search 
for new positions and would like to share some 
insights about the process of salary negotiation.

In negotiating your compensation package, it is 
crucial for both parties to understand each other’s 
goals. Often, candidates are reticent to offer sal-
ary information to a prospective employer, but it 
is helpful for an employer to know the range of 
salary you expect in order to consider the new po-
sition. Organizations want not only to hire, but 
also to retain, qualified employees. Organizations 
of every size establish salary ranges for a position 
based on standards of the field, the marketplace, 
and their own internal characteristics. Human 
resources (HR) departments routinely examine 
their salary ranges to stay competitive in their 

particular industry and geographical location.  
Most organizations understand that it is in their 
best interest to hire employees at an appropriate 
market value rather than “low-balling” candi-
dates, which will likely result in a rejected offer 
and a waste of valuable time.  If the candidate has 
been open about their expectations and needs, an 
under-market offer creates a negative impression 
of the organization and the hiring managers.

Proper preparation for the interview and salary 
negotiation process will ultimately lead to satis-
faction with your compensation package. Things 
to think about when negotiating:

Know Your Market Value
In addition to speaking with friends and col-
leagues to gather intelligence about salary levels 
and organizational practices, there are several 
websites and tools available to research salary 
levels. When researching, keep in mind the ques-
tion, “What are other people similar to me being 
offered?” 

The sites below will help you get a sense of the 
current market value for your position of interest:

     • PayScale.com- Collects salary data from 
visitors

     • Salary.com- Collects salary data from com-
panies, stratified by location and size of 
company

     • Salaryexpert.com- Provides the option to 
research an offer based on education, previ-
ous roles, location and skills

     • Bureau of Labor Statistics- Provides surveys 
of corporate payroll data and questionnaires

(continued on page 24)

By  
Myranne Janoff, Julie DeSorgher and Joshua Berg

Salary Negotiation
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REVENUE	CYCLE

Tangible data will improve your positioning in a 
negotiation. Outlining the data and logic behind 
your request provides a prospective employer with 
a glimpse of how you work: logically, calmly and 
supported by facts.  Presenting a salary increase 
demand or even a title change without justifica-
tion can increase the tension of the negotiation 
and undermine your credibility – be data-driven.

Consider the Entire Package
It is common to become focused only on the 
dollar value of the salary offer.  But don’t for-
get about the other factors that can change the 
equation.  An entire compensation package may 
include a signing bonus, optimal vacation time, 
relocation costs, flexibility in work hours, and 
support for continued education.  All of these 
factors are usually more easily negotiated than 
base salary.  It may be that flexible work hours 
allowing much easier child care will significantly 

increase the quality of your family life and will 
be worth not getting the top of the salary range.  
If the job requires you to relocate, remember to 
research the cost of living for the new area and 
possible expenses that will not be covered during 
the relocation. 

Be transparent about what is most important to 
you either before you receive the offer or certain-
ly once you have reviewed it in writing.  This will 
give the employer understanding and flexibility 
when tailoring your compensation.  Since it is 
important for you to evaluate the total picture, 
ask to see the benefit package that you would re-
ceive as part of the offer well in advance of a po-
tential offer.

Know When to Negotiate 
Salary negotiation should not be part of the ini-

(continued on page 25)

Salary Negotiation - (continued from page  23)
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(continued on page 26)

tial interviews.  However, you should ask the 
search firm or HR department the salary range 
to determine if it makes sense for you to be part 
of the candidate pool.  At the same time, during 
the interview process, employers or search firms 
will ask about the most recent salary to screen out 
individuals with salary expectations that exceed 
the range for the position.  These preliminary 
conversations often occur early in the process.

A cautionary note: If the salary that is quoted to 
you is the same or slightly lower than you are cur-
rently receiving and the position is of interest to 
you, keep an open mind!  Often the employer is 
trying to assess the dollar value of different proto-
types of candidates and may adjust their range for 
a candidate that is very appealing.  Learn more 
about the position and during the interview allow 
the organization to see the attributes and talents 
that you bring to the table.  If the search firm or 
hiring manager is interested, there will be time 
for the negotiation when they want to make an 
offer.  Often we ask our final candidate(s) what 

they would like to see in an offer.  We share this 
with the client, so that there is less back-and-
forth in the negotiation.  The client knows your 
compensation package, and the candidate knows 
the organization’s thinking on salary.  If you are 
still in the running for an offer, the assumption is 
that the client and you are willing to be flexible 
in order to get to yes.

If you are working with a search firm, these dis-
cussions are easier because the recruiter will guide 
you and the client throughout the process.  But if 
you have to go it alone, take a deep breath.  You 
can do it!

Prepare for the Negotiation
You prepared for the interview and you did well. 
You are going to receive an offer.  An important 
first step is to sit down with someone you trust 
and who may have insight into the company or 
the position.  Ask him/her the components of his 
package and perhaps how he negotiated for him-
self. Write down everything you would want to 
see in an offer.  Then, separate them into three 
columns under the headings of “Must Have,” 
“Would Like,” and “Can Live Without.”  Every 
person has different needs.  Be honest with your-
self.  If making the same or slightly less salary 
makes you feel miserable about yourself, no mat-
ter what the other benefits might be, recognize 
that your negotiation must include an increase in 
the salary.  

If you have six weeks of vacation in your current 
position and the new position offers four weeks, 
you might use the vacation time as a bargaining 
tool.  But if you cannot bargain your way to five or 
six weeks, is this a benefit you can live without?  
Know that before you sit down to negotiate.  

Do Not Forget
Organizations will try very hard to accommodate 
a candidate that they want to hire.  Once you 
communicate what you need and want, never go 

Innovation. It matters to 
audit, too.
Learn more at deloitte.com/us/ls-audit. Or 
contact Mike O’Hara at miohara@deloitte.com 
or Joanna Kroon at jkroon@deloitte.com. 

Copyright © 2017 Deloitte Development LLC. All rights reserved.
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back and ask for something else. “Now that you 
have bent over backward to give me most of ev-
erything I have asked for, there is one more thing.”  
Very bad form.  Be sure before you start any nego-
tiation that you have everything on the table.  If 
you get the Must-Haves, some of the Would-Likes 
and maybe even a Can-Live-Without, the nego-
tiation is over. When your compensation needs 
are met, prospective employers expect that you 
will take the position. Negotiation of a compen-
sation package is not a game.  It is a means to an 
end.  Your reputation rests on your honesty and 
integrity throughout the process.  Do not negoti-
ate unless you are serious.

In a way, the entire process from initial contact 
to acceptance of an offer is a negotiation and you 
as a potential employee must never stop selling 
yourself to the organization. Continually express 
interest and enthusiasm for the position and com-
pany to make it clear to the employer that you are 

serious about taking the role.  If you decide not to 
take the position as you go through the process, 
be honest and let the person with whom you are 
negotiating know that in a timely way. The world 
is small; behave well.   ❏ 

Myranne Janoff is the Managing Partner, Julie 
DeSorgher is Vice President, and Joshua Berg 
is Search Associate at ZurickDavis, a retained 
executive search firm exclusively serving health 
care organizations specializing in recruiting se-
nior executives.  The ZDmd division specializes 
in recruiting physician leaders. The ZDinterim 
division places interim executives to assure 
strategic momentum and leadership continuity.   
www.ZurickDavis.com, @ZurickDavis. The firm 
is located in Woburn, MA, (781) 938-1975.

About the Authors

ClaimAssist is a proven resource that leverages proprietary automated systems 
together with a seasoned staff recruited directly from the insurance industry. 

For complete details, please contact:
Michael Good, Vice President, National Business Development  

@ 617.965.2000, Extension 2478, or mgood@ccsusa.com
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Any provider that has filed appeals from a Medi-
care claim denial is well aware of the frustration 
and unfairness of such a pursuit. The process is 
long and cumbersome, with five levels of review 
(redetermination, reconsideration, Administrative 
Law Judge, Medicare Appeals Council and federal 
court), declining odds of success and years-long de-
lays, all while the government recoups and holds 
the provider’s  money.  As a response to court liti-
gation and congressional pressure, the Department 
of Health and Human Services (HHS) recently de-
veloped several initiatives that might provide some 
assistance. Aggrieved providers should be aware of 
these, in case one or more can provide some relief.

Background
At the start of 2018, there were 501,700 Medi-
care appeals pending with an Administrative Law 
Judge (“ALJ”) at the Office of Medicare Hearings 
and Appeals (“OMHA”). On average, the wait 
time for a decision on an ALJ appeal is over 1,108 
days—about three years.1 As the third level of re-

.

view in a five-level appeals process, there is no stay 
of recoupment during the ALJ appeal process (or 
at any higher level of appeal).  In FY 2012, 53.2% 
of appeals decisions were fully favorable to the ap-
pellant.  By FY 2017, that statistic had dropped to 
29.0%.2  Thus, not only are appellants waiting ap-
proximately three years for a decision from the ALJ 
on their Medicare appeal claims (while having to 
remit any alleged overpayments to Medicare as the 
appeal is pending), but also the chances of a favor-
able outcome have also decreased significantly.

In response to the appeals backlog, in 2014 the 
American Hospital Association (“AHA”) sued the 
U.S. HHS in federal district court to compel timely 
administrative review of Medicare claims deni-
als. In December 2016, the district court ordered 
HHS to incrementally clear the backlog of Medi-
care claims appeals pending at the ALJ level within 
four years.  HHS appealed the order, arguing that it 
was impossible for HHS to clear the backlog given 
its current funding and staffing levels.  In August 
2017, the U.S. Court of Appeals for the D.C. Cir-
cuit overturned the district court order, sending the 
case back to district court to determine whether, 
as HHS argued, it would be impossible to meet the 
order’s timetable for reducing the backlog.  The dis-
trict court has requested for AHA to offer recom-
mendations for clearing the backlog to the court 
and HHS is to respond by July 6, 2018.
 
In the shadow of this pending litigation, HHS has 
employed various initiatives to expedite the appeals 
process.  In January 2017, HHS rolled out revised 
regulations that marginally improve the process.3  
HHS has also created certain settlement programs 

By  
Rachel Weisblatt and Gary Rosenberg

HHS Initiatives to Address Massive 
Backlog of Medicare Claims:  

What Hospitals and Physicians 
Should Know

1 Office of Medicare Hearings and Appeals statis-
tics, current as of September 30, 2017

2 Office of Medicare Hearings and Appeals statis-
tics, current as of December 13, 2017

3 Improvements include allowing the Medicare 
Appeals Council to designate certain decisions 
involving important policy issues as precedent. 
Additionally, CMS created the position of at-
torney adjudicator to take some of the load off 
of ALJs.
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and alternatives to the traditional ALJ appeals pro-
cess.  An appellant may take advantage of these 
alternatives in order to receive a more timely deci-
sion on their appeal or in hopes of obtaining a bet-
ter outcome on the appeal.

Medicare “Low Volume Appeals 
Settlement Initiative”
The Centers for Medicare and Medicaid Services 
(CMS) has announced a limited settlement agree-
ment option for Medicare Parts A and B providers, 
physicians, and suppliers with fewer than 500 com-
bined appeals pending at the ALJ and/or the Medi-
care Appeals Council to receive 62% of the amount 
in dispute.  Eligible appeals must meet certain cri-
teria, including, among others, that the appeal was 
pending before the OMHA and/or Council level of 
appeal as of November 3, 2017 and any appeal has 
a total billed amount of $9,000 or less.  Eligible ap-
pellants will receive 62% of the amount in dispute 
through this settlement process.  CMS accepted 
expressions of interest from appellants through 
June 8, 2018.  New settlement options may be 
forthcoming. See https://www.cms.gov/Medicare/
Appeals-and-Grievances/OrgMedFFSAppeals/
Appeals-Settlement-Initiatives/Low-Volume-Ap-
peals-Initiative.html

Settlement Conference Facilitation
In May 2018, CMS released details of a new settle-
ment conference facilitation process (“SCF”).  The 
SCF is similar to, but distinct from, the low vol-
ume settlement process.  This alternative dispute 
resolution process is designed to bring the appel-
lant and CMS together to discuss and try to reach a 
mutually agreeable resolution through a settlement 
agreement.  Eligible appellants must meet the fol-
lowing criteria, among others, (i) must have 25 or 
more eligible appeals pending at Office of Medicare 
Hearings and Appeals (OMHA) and the Council 
combined; or, less than 25 eligible appeals pending 
at OHMA and the Council and at least one appeal 
has more than $9,000 in billed charges; (ii) appeals 
must involve requests for ALJ hearing or Council 
review filed on or before November 3, 2017; and 
(iii) the amount of each individual claim must be 
$100,000 or less. See https://www.hhs.gov/about/

agencies/omha/about/special-initiatives/settle-
ment-conference-facilitation/index.html

CMS rolled out the first SCF process in June 2014, 
which has been considered a success.  OMHA 
claims that the initial program resolved over 2,400 
unassigned ALJ appeals. Although the SCF pro-
cess has strict eligibility requirements and does not 
guarantee a favorable result, it is an attractive op-
tion for appellants to receive a disposition in a fast-
er period of time.  If the parties are unable to reach 
a settlement agreement, appeals are returned to the 
docket in the order in which the appeal request was 
received — so even an unsuccessful settlement at-
tempt will not send an appeal to the back of the 
line.

Statistical Sampling
Statistical sampling is an alternative method for re-
solving a large number of appealed claims.  Using 
this process, an OMHA statistician draws a random 
sample from a collection of claims.  An ALJ then 

(continued on page 29)
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reviews the sample claims, makes findings and ren-
ders decisions on them. Decisions on the sample 
claims are then extrapolated to the universe of ap-
pellant’s appealed claims.  Eligible appellants must 
have a minimum of 250 claims to take advantage of 
the statistical sampling initiative.

Telephone Discussion 
Demonstration for DME Suppliers
Certain Durable Medical Equipment (DME) sup-
pliers may take advantage of a new program imple-
mented in January 1, 2016. The telephone discus-
sion demonstration is available to DME suppliers 
with second level appeal requests (reconsidera-
tions), one step below the ALJ appeal process. Un-
der this program, DME suppliers may elect volun-
tarily to participate in a formal recorded telephone 
discussion with the DME Qualified Independent 
Contractor.  Suppliers present the facts of the ap-
peal and provide any additional documentation.  
Preliminary data since this program has been ini-
tiated indicates that participation resulted in ap-
proximately 80% favorable outcomes for suppliers, 

twice the level experienced by suppliers who did 
not participate.

Conclusion
Although it remains to be seen how the pending 
AHA litigation may affect the Medicare appeals 
backlog going forward, appellants should closely 
examine and consider these alternative dispute 
resolution initiatives with the hope of receiving a 
better outcome, or at minimum, a faster outcome, 
than the traditional appeals process.   ❏ 

Rachel Weisblatt and Gary Rosenberg are attor-
neys in the Boston office of  Verrill Dana, LLP  
and can be reached at rweisblatt@verrilldana.com 
and grosenberg@verrilldana.com, respectively, or 
at (617) 309-2600.
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July 26, 2018 Red Sox Social Fenway Park Jennifer Samaras
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