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On Jan. 25, 2013, the Department of Health and Human
Services (HHS) published the “HIPAA Omnibus Rule,” a set of
final regulations modifying HIPAA Privacy, Security, and
Enforcement Rules to implement various provisions of the
HITECH Act.

• The Kick in the Pants…
• Results from our HIPAA Compliance Field Work
• By the Numbers: Financial ramifications of health
care breaches
• Time for HIPAA introspection
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Ever since OCR completed its pilot audit program in 2012
and program examination in 2014, it has been widely
expected that OCR would follow up with implementation
of a permanent audit program.
OIG hands down its findings…

• Fully implement a permanent audit program;
• Maintain complete documentation of corrective action;
• Develop an efficient method in its case‐tracking system
to search for and track covered entities;
• Develop a policy requiring OCR staff to check whether
covered entities have been previously investigated; and
• Continue to expand outreach and education efforts to
covered entities.
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A second study revealed:
“OCR should strengthen its follow‐up of breaches of patient
health information reported by covered entities.”

• Each covered entity is required to conduct an accurate
and thorough analysis of the potential risk and
vulnerabilities to the confidentiality, integrity and
availability of ePHI.
• The CE & BA must then make decisions on how to address
the findings from the analysis, and manage those risks.
• The Security Risk Assessment should be reviewed and
updated on an on‐going basis.

3

2/8/2016

• Identification of ePHI vulnerabilities
• Documentation of ongoing corrective action
• Documentation of existing security elements
• Education of employees
• Communication of implemented policies including
personnel sanctions
• PHI/ePHI risk management & physical security

• Chasing Down the BAA
• I Need to Change my Password Again
• Create the Audit Trail
• Encryption: That Costs Too Much
• Everybody Needs to Know
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Covered Entities (CEs) are required to secure
Business Associate Agreements (BAAs) with its
Business Associates (BAs).
Business Associates are now required to secure
Business Associate Agreements with its sub‐
contractors.

• BAAs protect the Covered Entity
• BAAs make protecting PHI/ePHI a shared responsibility.
• BAAs are a BA’s written promise to protect PHI/ePHI in
accordance with federal laws.
• Without BAAs, the CE is essentially sharing PHI with no
written promise to protect it and with no shared liability.
• BAAs are required.
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Examples:
Software Vendor with ePHI/PHI Access
Shredding Service
IT Service Provider
Answering Service
Billing Service or Clearinghouse
Collection Agency
Transcriptionists
Record Archival Service
Appointment Reminder Service

• The HIPAA Security Rule requires that each
individual who has access to electronic personal
information must verify their identity before
gaining access.
• The HIPAA Security Rule requires users to have
individual unique passwords.
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Without controlled access, the CE loses its ability to:
•
•
•
•
•
•

Conduct accurate internal audits
Conduct accurate employee audit trails
Research breach incidents
Preserve employee accountability
Effectively monitor ePHI access
Preserve ePHI Security

For any and all programs containing ePHI, AND for
the operating system:
• User‐specific user names and passwords
• Automated prompts requiring users to change their
passwords every ninety(90) days
• Users must store passwords securely.
• Log out of unattended ePHI programs to protect ePHI, to
preserve individual user accountability and the integrity of
the audit process.
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As required by the HIPAA Security Rule, CEs must have
mechanisms available for auditing and reviewing access and
system activity of information system(s), and must perform
routine access and activity audits.
It is also required that each covered entity use these
mechanisms to audit and review computer system(s) for
appropriate access and activity by users.
The practice must monitor software activity reports such as
audit logs and access reports on all information systems that
contain ePHI.

• It is recommended that covered entities
inform personnel that regular monitoring of
user activity is conducted.
• Users should know that they are
accountable for system activity that takes
place under their log‐in.
• The audit trail reports must be retained for
a period of at least six (6) years.
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• Secure specific instructions from the EMR software
vendor(s).
• Identify what information the software has the capability
of monitoring.
Example: Can the program identify which users
viewed a patient record, or is it restricted to
identifying only when changes are made to a
record?
• Document the audit protocol.
• Generate and retain quarterly reports in support of the
protocol.

Ponemon Institute found that the cost of FDE (full disc encryption) on
laptop and desktop computers in the U.S. per year was $235.
The range for email encryption ranges from $24/year/user(hosted based‐
Hushmail) to $112/year/user(server based‐ ZixCorp).
The newest smart phone have some built‐in encryption features or there
are apps that can be purchased from a few dollars to $49.99 (highest that
I saw –SecuMail).
Encryption for thumb drive: as low as $57 for 4 GB, increases with the
amount of GBs.
Encryption = Safe Harbor, what is your tolerance?
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Would you rather:
1)

2)
•
•
•
•
•
•

Decide to encrypt the laptop and secure documentation of the
encryption; If it is stolen…..
Theft of an encrypted device does NOT constitute a breach and the
notification process is not required.

OR

Decide NOT to encrypt the laptop;
If it is stolen….. begin the large‐scale breach reporting process:
Notify the federal government
Submit annual reports to the federal government
Posted online to the HHS “Wall of Shame”
Post notice on practice website
Submit individual notifications to each patient in database
Notify the media

Covered Entities are required to train their employees.
Providers and staff are accountable for compliance
with privacy and security regulations….
….and with practice policies!
Do they know what’s expected?
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The practice must train all members of its workforce on the HIPAA
policies and procedures with respect to PHI/ ePHI, as necessary and
appropriate for the members of the workforce to carry out their
function within the practice.
Each new member of the workforce within a reasonable period of time
after the person joins the practice's workforce; and
Each member of the practice's workforce whose functions are affected
by a material change in the policies or procedures within a reasonable
period of time after the material change becomes effective.
The practice must maintain records that staff has been trained on an
regular basis, we recommend annually.

• Notice of Privacy Practices
• Preservation of ePHI and Other Data
• Policies & Procedures
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• The average cost of health care breaches in 2014 is the U.S. was $398 per
exposed personally identifiable record.*
• Between 2009‐15, the total # of HIPAA breaches was 1286 with a total
cost of $31.8B.**
• In 2013, less than half (46%) of healthcare organizations ‘agreed their
staff was knowledgeable about state data breach notification laws and
HITECH Act.**
• Only 28% of the healthcare organizations had ‘sufficient resources to
prevent or detect unauthorized patient data access, loss or theft.’**
* Ponemon Institute ‘Cost of Data Breach Study: Global Analysis’ sponsored by IBM
** Privacy Analytics, 2015

HHS‐OCR Fine: $1.7 Million
Items to Cost Out:
• Forsenic Investigation
• Technical Remediation
• Notification
• Identify theft repair & monitoring
• Interrupted business operations
• Loss of business
• Class action lawsuits
Estimated Cost: >$100MM
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The audit contract was awarded to FCiFederal, a
government operations management and professional
services provider. Audits will cover hospitals, healthcare
providers, health plans and business associates.
Both healthcare organizations and business associates can
expect approximately 200‐300 limited scope desk audits to
create a sample base of covered entities to ensure HIPAA
Privacy, Security & Breach Notification Rules compliance.

OCR will look into security, privacy and breach notification
rules to analyze risk, safeguards and implementations,
especially those associated with electronic health
information and device encryption.
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A few things to ask yourself:
• Do we have written policies and procedures that address HIPAA
standards and vulnerabilities?
• Are we performing regular risk assessments? Are those assessments
being documented?
• Do we have an incident response plan in case there is a breach of PHI?
• How are we addressing data security? Does it cover BYOD practices,
mobile devices and storage media?
• Are our business associates on top of their requirements?
• Are patients receiving Notices of Privacy Practices? Is it available to our
patients on our portal/practice website?
• Do we have a training program in place that properly informs new staff
members and periodically refreshes existing workers on HIPAA
compliance?

877 288‐0565
www.hcompliance.com
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